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Acquisition Regulation

Programs are executed in alignment with the FAR and DFARS, with flow-down clauses applied to
subcontractors and suppliers.

Export Control

Technical data is handled under ITAR and EAR controls. Access to controlled artifacts is restricted by
role, citizenship and program need-to-know.

Information Security

Controlled unclassified information is segmented into dedicated enclaves with least-privilege access,
multi-factor authentication, endpoint hardening and continuous logging aligned to NIST SP 800-171
practices.

Quality Assurance

Design, code and test artifacts are placed under configuration control with traceable requirements,
formal design reviews and documented verification evidence.

Supply Chain Assurance

Components, firmware and third-party software are inventoried and provenance-checked. Critical
dependencies are minimized by design.

Incident Response

Detection, containment and notification procedures are exercised, with contractual reporting timelines
built into the response runbook.
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